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Pedepar:

1. Cyuyachna iHpopmalliiiHa iHppacTpyKTypa KPUTMYHUX 00 €KTiB XapaKTepU3yeThCsl CKIaAHICTIO, PO3NOiJIEHICTIO Ta
notrpebye MOCTIMHOTO MOHITOPUHTY Kibep3arpos i orepaTuBHOIO PearyBaHHs Ha iHIuAeHTU. [TopyieHHs
(YHKIIOHYBaHHS 00’€KTiB KpUTHUYHOI iIHPPACTPYKTYpU MOXKE IIPU3BOAUTU [I0 3HAYHUX TEXHIYHUX, EKOHOMIYHUX i
0e31eKoBUX HacliKiB. OJHMM i3 IepPCIIeKTUBHUX 3aCc00iB MifBuileHHs nudpoBoi criiikocTi IKC € BUKOpuCTaHHS
SIEM-cucrtem 1151 30MpaHHS, aHaJIi3y Ta KOPEJIOBAHHS MO 6€3MeKH, OJHAK iCHYIOUi pillleHHs He TIOBHOIO MipOIo
3abe3neuyioTh edexTuBHe yrnpaniinHs [T-innunentamu Ha OKI Ta nOTpe6yOTh NOAJIBIIOTO PO3BUTKY MOEIeH,
METO[IiB i CUCTEMHUX 3aC00iB. Y 3B'S13Ky 3 LIUM pO3pO0JIEHHS! CUCTEMU KOPEJIIOBaHHSI MOfiH Ta yrpasiiHHs [T-
iHnupeHTaMy Ha 06'eKTax KpUTUYHOI iHPPACTPYKTYpHU € aKTyaJlbHOIO HAyKOBO-TEXHIUHOIO 337a4el0. MeToo
IOCJIIKeHHS € po3pobJIeHHs Ta YIOCKOHAJIEHHS Mozesiell i cucteMu yripasiiHHs [T-iHnunenTaMu Ha 06'eKTax

KpuTu4yHOi iHdpacTpykTypu. O6'€KTOM IOCIiI>)KeHHS € NpoLecH yrnpapiiHHg [T-iHuuneHTamu, npegMeTom —



Mogeli, CUCTeMH i 3acobu ix peanizalii. ¥ po6oTi mpoBeieHO aHasi3 cCy4acHUX MigxomiB Ao ynpasiinHs IT-
iHIMOeHTaMu Ha 00'€KTax KpUTUYIHOI iHPpacTPyKTypU, METO/iB BUSBJIEHHS] aHOMAJIill y XMAapHUX CEpeJOBUILAX,
TUIIB 6a3 gaHux 1151 SIEM-cucTeM Ta pilieHb iHTerpauiifiHux MKH JaHUX, 110 J03BOJIMJIO OOIPYHTYBAaTU BUOIp
METOiB i C(pOPMYJIIOBATU 3aBHAHHS AUCEPTALiIHOTO NOCiIKeHHs. HaykoBa HOBU3HA OJlE€P>KaHUX PE3YJIbTaTiB
II0JIra€ y TAKOMY: 0 YAOCKOHAJIEHO CTPYKTYPHO-aHaliTUYHY MOJIeJIb OOpOOJIEHHS IaHNUX, SKa 3aBASIKU
$hopMyIIIOBAaHHIO KOMaH/, IJ1s1 lepefadi KepyBaHHs porpamHoMmy kitieHty IKT, nonaTkoBiii 06poobiii MeTagaHux y
XMapHiil cucTeMi Ta iHTeJIeKTyali30BaHOMY BUSIBJIEHHIO CUTHATYP, AO3BOJISE MiJBUMUTYA €(PEKTUBHICTb BUSIBJIEHHS
anomasiit B xmapHux IKC; o Briepiie po3po6sieHO MOZEJb OHTOJIOTIKO-PEJIILIHOIO CXOBUIIA JAHKX, SIKA 32 PaXYHOK
nonepeHboi iHfeKcanii Ta cuHTe3y IBoX pidHuX 6a3 JaHux (Elasticsearch Ta MongoDB) 3 BinnoBinHUMHU
XapaKTepUCTUKaMU, A€ MOKJIMBICTb IOKPALIUTU 3PY4HICTh Y 30epiraHHi Ta Knacudikanii jaHux, a Takox
320€3Me4YMTH BUCOKY IIBUIKICTb MIOUIYKY Ta OTPUMAHHS BEJIMKUX 00CATriB iH(opMalii; 0 yI0CKOHATIEHO MOJEIb
iHTerpauifHol IIMHYU IaHUX, KA 32 PaXyHOK IEeKOMIIO3ullil (PyHKLIIOHATIBHOCTI CepBiciB (KOXKEH 3 SIKMX BiATIOBifae 3a
OKpeMe 3aBaHHs i MOXe MPalloBaTH i30JIbOBAHO Bif| iHIINX) Ta BU3HAYEHHSI KPUTUYHOCTI CEPBICiB, 03BOJIsIE
POBIOAINUTYA HaBaHTA)KEHHSI Ha [IOCJIYTU Ta FapaHTye 6e3lepepBHiCTh 0OMIHY JaHUMMU [J151 €PEKTUBHOTO
(pyHKIIiOHYBaHHS CUCTEMU KOPEJIIOBaHHS NOAiN Ta ynpasiiHHg IT-iHuupeHTaMy; 0 oTpuMara noganbiinii pO3BUTOK
crcTeMa KOpeJloBaHHS IO Ta yrnpasiiHHs [T-iHIuneHTamy, sKa 3a paxyHOK BUKOPUCTaHHS PO3pOOJIEHNX
MoJesieil 00poOKU JaHUX, OHTOJIOTIKO-PeJISLiIHOrO CXOBUIIA JAHUX Ta iHTerpauiliHol IMHY JaHuX, a€ 3MOTY
dopmaizyBaT iHPOpMaLiliHy TEXHOJIOTIIO, 10 peasisye npouecu ynpasiinHa IT-iHupugentamu Ha OKI 3rigHo
BAMOT MDKHApPOJHMX CTaHAAPTIB Ta HAKpaAILIUX CBITOBUX MPAKTUK LIOJ0 CTBOPEHHS CUCTEM yIpaBiliHHA IT-
iHnupeHTamu. [IpakTUyHe 3HaYEHHS OJIEP>KaHMX PE3YyJIbTATIB MOJIArae y MOXKIMBOCTI IX BUKOPUCTAHHS [1JI4
3a0be3ne4yeHHs CTiKOro QyHKIiOHyBaHHS XMapHOi Ta KpUTUYHOI iHpopMallifiHOI iHPPaCTPyKTypH B yMOBax
IEeCTPYKTUBHUX BIUIMBIB. [I[pakTUYHA LiHHICTL POOOTHU MOJISITA€ Y HABYaHHI HETPOHHOI MEPEXKi 117151 BUSBJIEHHS
aHoMasliil, po3pobJieHHi MeTOAuKY 36epiraHHs Ta kiacudikanii ganux, popmysanHi cienudixanii peasnizanii SIEM-
CHCTEM Ha 00’eKTax KpUTUYHOI iHPPACTPYKTYPH, @ TAKOK CTBOPEHHI IPOrPaMHOr0 3aCTOCYHKY AJ1s1 yrpaBiiHHg IT-
iHuupeHTaMu. Pe3ynbTaTy JOCIIIPKEHHS BIIPOBAIKEHO i BUKOPUCTOBYIOThCS Y AistnbHOCTI TOB «AxxonSofty, HIJI
nporupii kibepaarposam asianiriHoi ramysi KAI, a TakoxX y HaB4asibHOMY Ipoleci kKadeapy KOMITI0TEPHUX HAyK Ta
Kibepbesnexku BosimHCbKOro HallioHaIbHOTO YHiBepcUTeTy iMeHi Jleci YKpainku 4J1s nifgsuineHHs epeKTUBHOCTI
nigrorosku ¢axisyis 3 IT. Kimouosi cyosa: IT-iHIUAEHT, KpUTUYHA iHPPACTPYKTYpa, 00'€KTH KPUTUYHOI
iHppacTpyKTypH, iHPOpMaLIHUN 00'€KT, BUSBJICHHS] aHOMAJIi}, BUSIBJIEHHS BPa3/IMBOCTEN, BUAY aHOMAi, XMapHi

CHUCTEMM, OHTOJIOTiS, NiATpUMKa pimeHs, SIEM, cucteMa KOpeJsloBaHHS MO Ta ynpasiiHHe [T-iHnugeHTamn.

2. Modern information infrastructure of critical facilities is characterized by complexity and distributed
architecture and requires continuous monitoring of cyber threats and prompt incident response. Disruptions in
the functioning of critical infrastructure facilities may lead to significant technical, economic, and security
consequences. One of the promising means of improving the digital resilience of information and communication
systems is the use of SIEM systems for collecting, analyzing, and correlating security events; however, existing
solutions do not fully ensure effective IT incident management at critical infrastructure facilities and require
further development of models, methods, and system tools. Therefore, the development of an event correlation
and IT incident management system for critical infrastructure facilities is an urgent scientific and technical task.
The purpose of the study is to develop and improve models and an IT incident management system for critical
infrastructure facilities. The object of research is the processes of IT incident management at critical
infrastructure facilities, while the subject of research includes models, systems, and means for their
implementation. The study analyzes modern approaches to IT incident management at critical infrastructure
facilities, anomaly detection methods in cloud environments, database types for SIEM systems, and data
integration bus solutions, which made it possible to substantiate the choice of methods and formulate the
objectives of the dissertation research. The scientific novelty of the obtained results lies in the following: — an
improved structural-analytical data processing model has been developed that increases the efficiency of anomaly
detection in cloud information and communication systems through control command generation, metadata

processing, and intelligent signature detection; - for the first time, an ontology-relational data warehouse model



based on Elasticsearch and MongoDB has been developed to improve data storage, classification, and high-speed
retrieval of large data volumes; - a data integration bus model has been improved through decomposition of
service functionality and criticality assessment, ensuring load distribution and continuity of data exchange; -
further development has been achieved for an event correlation and IT incident management system that
formalizes an information technology for incident management in accordance with international standards and
best global practices. The practical significance of the obtained results lies in the possibility of their application to
ensure resilient functioning of cloud and critical information infrastructure under destructive information and
technical impacts. The practical value of the work consists in training a neural network for anomaly detection,
developing a methodology for data storage and classification, forming a specification for implementing SIEM
systems at critical infrastructure facilities, and creating a software application for IT incident management. The
research results have been implemented and are used in the activities of AxxonSoft LLC, the Research Laboratory
for Countering Cyber Threats in Aviation of KAI, and in the educational process of the Department of Computer
Science and Cybersecurity of Lesya Ukrainka Volyn National University. Keywords: IT incident, critical
infrastructure, critical infrastructure objects, information object, anomaly detection, vulnerability detection, types
of anomalies, cloud systems, ontology, decision support, SIEM, event correlation and IT incident management
system.
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InenTudikarop ROR:

VII. BizomocTi npo odiliiHUX OTIOHEHTIB Ta pelleH3€eHTiB
OdiuiiiHi OIOHEHTH
Baacue IlpizBume Im'a Ilo-6aTbKOBI:

1. Hronropa Muxkosia Iroposuy



2. Mykola I. Tsiutsiura

KBasigikamis: x. 1. v., npodecop, 05.13.06

ImenTudikarop ORCID ID: 0000-0003-4713-7568

JoparkoBa iHopMamist: ;https://scholar.google.com /citations?user=0-VsWrQAAAAJ&hl=uk
IToBHE HaﬁMeHyBaHHﬂ IOPUIHUYHOL 0CO0OH: Jlep>kaBHMII TOPrOBEJIbHO-€KOHOMIYHUIl YHiBEpCUTET
Kopg 3a €APIIOY: 44470624

Micue3Haxoa KeHHS: By Kioro, Kuis, 02156, Ykpaina

dopma BiracHOCTI: /lepxasHa

Cdepa ynpaBiriHHS: MiHicTepcTBo OCBiTH i HayKu YKpaiHu

InenTudikarop ROR:

Baacue IlpizBuuie Im's I1o-6aTbKOBI:
1. Cknapannaui [1aBno MukoaanioBu4

2. Pavlo M. Skladannyi

KBasigikamis: . r. u., gouenr, 05.13.06

InenTudikarop ORCID ID: 0000-0002-7775-6039

JopaTrkoBa indpopmanis:

IloBHe HaliIMeHYBaHHS IOPUAHYHOL 0C00H: KuiBchkuil cronuHmii yHiBepcuTeT imeni Bopuca I'piHuenka
Kopg, 3a €IPIIOY: 45307965

Micue3Haxoa>KeHHSI: By BynbapHo-Kynpsscbka, Kuis, 04053, Ykpaina

dopma BiracHoOCTI: KomynanbHa

Cdepa ynpaBitiHHS: [lepkagminictpauis

InmenTudikarop ROR:

PeuenseHTu

VIII. 3aKkJII04Hi BiZoMOCTi

BaacHe IlpizBume Im's I10-6aTbKOBI mariox Cepri#i OsiekcaHnPOBHY
rOJIOBH pajgu

BaacHe IlpizBuie Im's [10-6aTbKOBI 'nariox Cepriét OJieKCaHIPOBUY
roJIOBYIOYOrO Ha 3aciJaHHi

BiamoBimanbHHUH 32 MiITOTOBKY Hopxenko Onena AHzIpiiBHa
00JIIKOBHX JJOKYMEHTIB

PeecTparop IOpueHko TeTssHa AHaTOJiiBHA



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisiIbHOCTI




