MIHICTEPCTBO OCBITU I HAYKU YKPATHU
JlepxaBHE HEKOMEPITiIHHE i ATPUEMCTBO
«JlepxaBHuit yHiBepcuteT « KuiBChkuil aBialliiHUN IHCTUTYT»

OCBITHbBO-HAYKOBA ITPOI'PAMA

«Ki0ep0e3neka»

TPETHOro (0OCBITHHO-HAYKOBOI'0) PiBHA BHIIOI OCBITH
3a cneniajbHicTIo FS «KidepOe3neka Ta 3axuct ingopmamiin

rajay3b 3HaHb F «Indopmaniiini TexnoJioriny
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3atBepkeHa Buenoro pagoro KAI npotokos Ne
5 Big 22.04.2026

VYBeaeHO B /110 HAKA30M MPE3UIeHTa
Haxka3 Ne 278/ox Big 28.04.2026
ITIpesunent Kcenin CEMEHOBA

OHHUG
e\g? iy
& ”,

t,
< CEMEHOBA ‘
= KCEHISA
- IropiBHa .
—  €4PNoy/INH KHNIB
< 45853942
7 o
%n a“”&

’
Trpppananyd

htauoy
MoroaeHo:
serhii.hnatiuk@npp.kai.edu.ua larysa.shaulska@kai.edu.ua anzhela.lelechenko@npp.kai.edu.ua
[MpopeKkTop 3 HayKOBUX AOCAIAXEHDb Ta ... MpopeKkTop 3 HaBYanbHOI po6OTH Ta SAK... 3aBigyBay acnipaHTypu Ta JOKTOPaHTY...
andrii.fesenko@npp.kai.edu.ua roman.odarchenko@npp.kai.edu.ua anna.ilienko@npp.kai.edu.ua
[ekaH OKHT OekaH OAET 3aBigyBay Kadenpu Kibepbesneku...



OCBITHBO-HAYKOBA ITPOT'PAMA T KAI OIT JI®
«Kibepbesneka» 1op ID68371 - 01 -

m’ CrrenianphicTs F5 «KibepOesmexa ta 3axuct indopmanii» | AOKYMCHTa 2026

lanyss 3nanb F «IHopMaiiini TexHOJIOTI
PiBeHp BUIIOI OCBITH — TpeTiil (OCBITHbO-HAYKOBHIA) crop. 23 16

BpaxoBano CtanmapT BHIIOi OCBITH YKpaiHU: TPETii (OCBITHRO-HAYKOBUI) PIBEHB, Tally3b
3HaHb 12 «Indopmariitai TexHomorii», cnenianbHicTh 125 «KidepOesneka Ta 3aXucT iHpopMaIiii».

CranmapT BUIIOI OCBITH 3aTBEP/XKEHO 1 BBEJEHO B [0 Haka3oM MiHicTepcTBa OCBITH 1
Hayku Ykpainu Bix 29.10.2024 No1543.

JIMCT INTOI'OKEHHSA

OCBITHBO-HAYKOBOI IPOrpaMu

INOT'OKEHO INOT'OKEHO
HaykoBo-Meroanunoro panoro KAI Buenoto pangoro dakynbreTy
npotokon Ne 5 Bz 21.04.2026 KOMIT'FOTEPHUX HayK Ta TEXHOIOTIH

npotokoi Ne 3 Bijx 15.04.2026
I'omoBa HMP KAI, npopekTop

3 HAaBYAJIHHOI pOOOTH Ta SIKOCT1 OCBITH "
I'onmosa BueHoi pagu ¢gakymsTeTy

Jlapuca HIAYJIBCBKA , .
KOMIT FOTEPHHUX HAyK Ta TEXHOJOTIN
Anapiit PECEHKO

TIPOPEKTOp 3 HAYKOBHX AOCIIHKEHb Ta 3aBigyBau acHipaHTypH Ta JOKTOPaHTYpH

TpaHchepy TEXHOJIOTIH Amkena JIEJTEIEHKO
Cepriii THATIOK

HOIOAKEHO
HNOro’KEHO HaykoBUM TOBapUCTBOM CTY/EHTIB,
Kadenporo kiGepbesneku aCIIIPAHTIB, JOKTOPAHTIB Ta MOJIOAUX YYEHUX
nporokon Ne 5 Bixg 26.03.2026 KAI

[Tporokon Ne 3 Bix 19.03.2026

3aBinyBau kadenpu kidbepOesnexu

Anna JNIBEHKO ['ooBa HaykoBoro ToBapucTBa CTY/IEHTIB,
acHipaHTIB, JOKTOPAHTIB Ta MOJIOANX YYEHUX
KAI
Poman OJAPYEHKO
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IHEPEIMOBA

Po3pobiieno pobGouoro rpymnor ocBiTHRO-HaykoBoi mnporpamu (F5 «KibGepbesneka Ta 3axmcT
iHpopManii») y ckmami:

TAPAHT OCBITHBOI IPOT'PAMMU:

Annpin MIHIEHKO I.T.H., mpodecop, nmpodecop kadenpu
TEXHIYHOT'O 3aXUCTY 1H(pOpMarii

YJIEHA POBOYOI I'PYIIN:

Cepriit THATIOK I.T.H., Ipodecop, IPOPEKTOp 3 HAYKOBUX
TEXHOJIOT1H Ta TpaHcdepy TeXHOIOoTii

Terssua OXPIMEHKO KaHUJAT TEXHIYHUX HAYK, CTAPIIHIA JOCIITHHK,
3aCTYMHHUK JIeKaHa (paKyIbTeTy KOMIT IOTEPHUX
HayK Ta TEXHOJIOTIH

Anna JIb€EHKO K.T.H., IOIICHT, 3aBiayBad Kadeapu
KibepOe3neku

Bononumup AXPAMOBHUY I.T.H., ipodecop, npodecop kabeapu
kibepOe3neku

Henuc CIIMC 3100yBay BHUIIO1 OCBITH 332 OCBITHBOIO

nporpamoro, rpyna PhD-125-24-1
(nenna opma 3100yTTsI OCBITH)

3O0BHIIIHI CTEUKTOJIAEPHU

Tasno CKJIAJJAHHUI K.T.H., IOLIEHT, 3aBiyBau Kadenpu
iH(popMaiifHoi Ta KIGepHETUYHOI O€3MeKH M.
npod. Bonoaumupa bypsuka KuiBcbkoro
CTOJIMYHOTO yHiBepcuteTy iM. bopuca
['pinyenka

B’suecna KYJIIVII HavanpHuk YmpaBmiHHS TPOTUALT
ki0ep3inounHam B M.Kuesi Jlenapramenty
kibepnominii HarionansHoi momninii Ykpainu,
IMOJIKOBHMK ITOJIIIT

Onmnexkciit BOPOBIKOB Hupextop TOB «Caiidep IIpo»

Onena BOJIOIIYK ["ostoBa rpomMaIcbKOi opraHizanis
«AUCTPIB'TOTE/] FOHIBEPCITI»

Perien3ii-BiAryKH 30BHINIHIX CTEUKXOIIEPIB (101AOTHCS).

PiBenb noxkymenTa — 36

[TnanoBuU# TepMiH MiX peBi3isiMH — 1 pik
(1o TOKyMeHTa MOXYTh OyTH BHECEHI 3MiHU
TEXHIYHOTO Ta YTOUYHIOBAJILHOTO XapaKTepy)
KoHTpoJsbHuii npuMipHuK
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1. Mpodiab 0CBITHLO-HAYKOBOI MPOrpaMu

Po3nin 1. 3aranbna indopmanis

1.1 | IloBHa Ha3Ba 3aKnanxy Jlep>kaBHE HEKOMeEpLiHE MiAMPUEMCTBO
BHIIIOT OCBITH Ta «/lepxaBHuii yHiBepcuTeT «KuiBChbKUiA aBialliiHANA IHCTUTYTY
CTPYKTYPHOTO Migpo3airy | PakyIbTeT KOMI FOTEPHUX HAYK Ta TEXHOJIOTIH
Kadenpa kibepbesnexu
1.2 | Cryninb Bumoi ocBité 1a | JlokTop dinocodii / Doctor of Philosophy (Ph.D)
Ha3Ba KBaumidikamii Hoxrop dinmocodii 3 kibepOe3neku Ta 3axucTy iHpopmarii
MOBOIO OpHTIHATY
1.3 | Odiuiiina Ha3Ba Kibepbesneka / Cybersecurity
OCBITHHO-HAYKOBOT
porpaMu
1.4 | Tun qumiomy Ta oocsr Jumniom nokropa ¢inocodii, mepuinii HAayKOBHI CTYIiHb, L0
OCBITHBO-HayKOBO1 31100yBa€THCS HA TPETHOMY (OCBITHRO-HAYKOBOMY) PiBHI BHIIO1
nporpamMmu OCBITH; HOPMaTUBHUI CTPOK MiATOTOBKH - 4 POKHU, B TOMY YHCII1
PO3PaxyHKOBHM CTPOK BUKOHAHHS OCBITHBOI  CKJIAJOBOi
MPOTATOM MEPIIOr0 POKY; (OCBITHA cKianoBa — 48 KpenuTiB
€KTC)
1.5 | Akpenurariiina HarmioxansHe areHTCTBO 3a0€3MeUeHHs IKOCTI BUIIIOT OCBITH.
IHCTUTYIIIS
1.6 | Ilepiox akpeauraiii Axpemurartis 1o 01.07.2029 (ceprudixar Nel42778in
17.06.2025).
1.7 | Hukn / piBeHb Tpertiit (OCBITHRO-HAYKOBHI1) PIBEHb
QF for EHEA — tperiit uuki, EQF for LLL — 8 piens; HPK
VYkpainu —8 piBeHb.
1.8 | IlepenymoBu Jist 3100yTTS OCBITHRO-HAYKOBOT'O PiBHS 1OKTOpa (istocodii 31
cremianbHocTi F5  «KibepOesneka Ta 3axuct iHboOpmariiin»
MOXYTh BCTYyNaTH 0cCOOM, IO 3100yad OCBITHIH CTYIiHb
Mmarictpa. [Iporpama gaxoBux BCTymHUX BUIPOOYBaHb TOBUHHA
nependavaTu nepeBipky HaOYTTS 0COO0I0 KOMIIETEHTHOCTEH Ta
pe3ysbTaTiB HAaBYaHHS, IO BH3HAYCHI CTAHIAPTOM BHIIOi
ocBiTh 31 cnemianbHocTi 125  «Kibepbesmeka» (125
«Kibepbesneka Tta 3axuct iHGopMalii») ramy3i 3HaHb 12
Indopmartiitni TexHOIOTIT AN APYroro (MaricTepchbKoro) piBHs
BHIIIO1 OCBITH.
1.9 | ®opma HaBUaHHS Jenna, BeuipHs, 3a049HA.
1.10 | MoBu BUKJIaTaHHS VYkpaincbka ta / ab0 aHITiHCHKA.
1.11 | TatepHeT-aapeca https://nau.edu.ua/ua/menu/quality/ects/zagalna-informatsiya/informatsiya-

MOCTIHHOTO PO3MIIIICHHS
OIHCY OCBITHBO-HAYKOBOT
porpamu

po-osvitnih-programah.html



https://nau.edu.ua/ua/menu/quality/ects/zagalna-informatsiya/informatsiya-po-osvitnih-programah.html
https://nau.edu.ua/ua/menu/quality/ects/zagalna-informatsiya/informatsiya-po-osvitnih-programah.html

OCBITHBO-HAYKOBA I[TPOI'PAMA KAI OIT JI®
«Kibepbesneka» [ndpp ID68371 — 01 -
Creniansaicts F5 «KiGepOesneka Ta 3axuct inpopmaniiy | AOKYMCHTa 2026
lanyss 3nanb F «IHopMaiiini TexHOJIOTI
PiBeHp BUIIOI OCBITH — TpeTiil (OCBITHbO-HAYKOBHIA) crop. 53 16

Po3ain 2. Ilisib 0CBiTHBO-HAYKOBOI IPOrpamMu

2.1

{110 OCBITHBO-HAYKOBOT IPOTPaMHU € CTBOPEHHSI IHTEIEKTYAIBHOTO TIOTSHIIIATY JepKaBH
HIISXOM MiATOTOBKM BHCOKOKBaITi(DiKOBAaHMX HA HALIOHAJHLHOMY Ta MIXKHAPOJHOMY PiBHSIX
HAyKOBUX KaJpiB 3 KiOepOe3neku Ta 3axucTy iHpopMarii Jyisi KpUTHIHOI 1HQPACTPYKTYPH,
30KpeMa aBialiiHoi rany3i, 37aTHUX TeHepyBaTH HAYKOBI Ta MPAKTUYHI PILICHHS BIAMOBIIHO
1o crpareriyaux npiopuretiB KAI y cdepi aBiarii, iHxeHepii Ta U poBUX TEXHOJIOTIH.

Po3ain 3. Xapakrepucruka ocBiTHbO-NIpodeciiiHol (HayKoBoOi) MporpamMmu

3.1

[TpenmeTHa o6acTh
(OO0’ €eKT MisITBHOCTI,
TEOPETUYHHIA 3MICT)

["any3b 3Hanb — F «lHpOpManiiiHi TeXHOIOT1i»
CrnemniansHicTh (ocBiTHs) — F5 «KibepOe3neka ta 3axuct
iH(pOopMarii»
CreuianpHOCTI (HAYKOBI):

» 05.13.21 — Cucremu 3axucty iHpopmarii,

= 21.05.01 — Indopmarriiina 6e3nexa AepiKaBH.

006 ekmu suguenns ma JisAIbHOCMI:

— iHdopmarmiiiHi cucTeMH 1 TeXHojorii Ha 00’eKTax
iH(pOpMaMiifHOT JisSUTBHOCTI Ta KPUTUYHOI iH(pacTpyKTypu
cdepu kibepOe3neku Ta 3axXucTy iHpopmarii;

— HOBITHI CHCTEMH Ta KOMIUIEKCHI CTBOpPEHHs, OOpOOKH,
nepenayi, 30epiraHHs, 3HUINEHHS, 3aXHCTy Ta BiJOOpa)KeHHs
iH(popMaii (iHpopMaLiHHUX OTOKIB);

— cyuacHi 1H(popMalliiiHI pecypcH pi3HHUX KJaciB ( y TOMY 4MCIi
JiepKaBHi 1H(popMalliiiHi pecypch);

— MporpamMHe Ta MporpaMHe-anapaTHe 3a0e3rneueHHs (3aco0u)
Ki0ep3axucry;

— aBTOMAaTH30BaHI CHCTEMHM YIpaBliHHA 1H(OpMaIiiiHO1
0e3neKoro, KibepOe3neKoro Ta 3aX1CTOM 1HpopMaIlii;

— METOHOJIOTii, TEXHOJOrii, MeTOaHM, MOACII Ta 3acobu
KibepOe3neKu Ta 3aXUcTy iHpopmarii.

Lini naeuanns: HaOYTTS 30aTHOCTI TNPOJYKYBaTH HOBI 17€i,
pO3B’A3yBaTH  KOMIUIEKCHI  mpoOiemu  mpodeciifiHoi  Ta
JIOCJIIHUAIILKO-IHHOBALIIHOI AIsTbHOCTI Y cepi kibepbe3neku Ta
3aXHCTy iH(OpMAIIil, 3aCTOCOBYBAaTH METOJIOJIOTII0 HAYKOBOI Ta
MeIaroriyHoi  JTISUTBHOCTI, Ta 3MIACHIOBATH BIJIACHI HAYKOBI
JOCIDKEHHS, pe3YyJIbTaTH SKUX MAaloTh HAayKOBY HOBH3HY
TEOPETUYHE Ta TPAKTUIHE 3HAYCHHSI.

Teopemuunuii 3micm npedmemunoi oonacmi. [TpyuHIMAIN, KOHIETIIIT
Teopii 3axXUCTy JKUTTEBO BAXIMBUX IHTEPECIB JIIOJUHHA 1
TpOMaJsIHUHA, CYCHUIBCTBA Ta JIEPXKABU il YaC BUKOPUCTAHHS
KIOepIIpoCTOpy, 3a SIKOTO 3a0e3MEUyIOThCS CTAIMNA PO3BUTOK
iH(opMaIiifHOro CycHijibcTBa Ta LU(PPOBOrO KOMYHIKAaTHBHOTO
CepeIoBHIIA, CBOEYACHE BUSBJICHHS, 3aMI00ITaHHs 1 HEUTpasi3arlist
peabHUX 1 MOTEHIIIHUX 3arpo3 HalllOHaJbHIH Oe3meni YKpainu y
KiOepIpocTopi.

Memoou, memoduxu ma _mexuonozii. CydacHi METOAU, MOJENI,
METOIUMKHA Ta TEXHOJOTII JOCTIKEHHS Ta BIOCKOHAJICHHS
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HPOLIECIB CTBOPEHHS, 00pOOKH, TIepeaadi, MpUiMaHHs, 3HUILCHHS,
BIZIOOpaXXEHHS, 3aXHCTy (KiOep3axucTy) iHhopMaIliitHiuX pecypciB
y KiOepIipocTopi, METOIN CTATUCTUYHOTO aHAJI3Y JTaHUX.

Incmpymenmu _ma  obnaduamns.  IlporpamHo-anapatHe —Ta
nporpamHe 3a0e3MeueHHs, IHCTpyMEHTAJIbHI 3acoou,
KOMIT'IOTepHA TEXHIKa, CHelialbHI KOHTPOJIHHO-BUMIPIOBAILHI
HpUIaIM, TPOrPaMHO-TEXHIUHI 3aC00M aBTOMAaTH3aIlil Ta CHCTEMU
aBTOMaTH3allii IPOEKTYBaHHS, BHUPOOHMIITBA, EKCILTyaTallil,
KOHTPOITIO, MOHITOPUHTY, MEPEKHI, MOOUTBHI, XMapHi TEXHOJIOT1,
MEpPEe)KHE YCTaTKyBaHHS Ta CEPEIOBHIIC, TPHKIAIHE Ta
Crelliali3oBaHe  MpOTrpaMHe  3a0e3MeYeHHs, aBTOMAaTH30BaHi
CHCTEMHM Ta KOMIUIEKCH TIPOSKTYBAaHHS, MOJICITFOBAHHSI,
eKCIDTyaTallil, KOHTPOJII0, MOHITOPUHTY, 0OPOOKH, BiTOOPaKSHHIO
Ta 3aXHCTY JaHuX (1HPOpPMAIIIfHUX OTOKIB).

3.2 | OpieHTalist OCBITHBO- AkanemiyHa BiAMOBiAHO 10 MIiKHApOAHOI CTaHAAPTHOI
HAyKOBOI IIporpaMu kiacudikarii ocsitu (ISCED 2011 / UNESCO)

3.3 | OcHoBHHIt Pokyc [TinroTOBKAa KOHKYpPEHTO3/1aTHUX (haxiBIiB MIKHAPOIHOTO PIBHA
OCBITHBO-HayKOBO1 JUTSL KpUTHYHOT iH(PaCTPYKTYpH JA€pKaBH, BKIIOYAOUH aBialliiiHy
porpaMu rajaysb, IO 37aTHI pO3B’SI3yBaTH CKJIaJIHI HAayKOEMHI 3ajadi B

ramy3i KiOepOesrmeku Ta 3axucry iHQopmamii Ta MPOBOAUTH
JOCHIHUIIBKY 1 BUKIAQMAIBbKY JisSUIBHICTE 3 KibepOe3meku Ta
cymikHUX [T-cnienianbHOCTEH.

3.4 | Oco0aMBOCTI OCBITHBO- 1. Opranizauiiine 3a0e3ne4eHHs MATOTOBKH JOKTOPIB (hinocodii

HayKOBOI IIpOrpaMu

3IACHIOEThCS Yepe3 acmipaHTypy KwuiBcbkoro asiamiifHOro

IHCTUTYTY.

2. Opranizaiis  OCBITHbO-HayKOBOTO TIPOIIECY Ha OCHOBI

CHUCTEMH METOJIB MPOOIEeMHO-PO3BUBAIOYOTO0 HAaBYAaHHS Ta

METOJI0JIOT1i HAYKOBHUX JOCHIIKEHb, sKa IPYHTYEThCS Ha

NPUHIUNAX LiIeCpsIMOBAaHOCTI, OiHapHOCTI (Oe3mocepenHs

B3a€MOJISl BUKJIaJaya Ta aclipaHTa, HayKOBOI'O KEpIBHHKA Ta

acripaHTa, HAyKOBOT'O KEpiBHMKa Ta BUKJIajgayda JJsl KOpEeKIil

MpoIIeCy MiATOTOBKM KOXHOTO acIipaHTa 3ajieHO BiJ HOro

1HAMBIyalbHUX TOTPeD), MOKA30BOMY, JiaJIOTIYHOMY, €BpHUC-

TUYHOMY, JTOCIITHUIIBKOMY Ta IPOTPaMOBAaHOMY METOaXx.

3. Audepenuiaris pokiB MiArOTOBKH 3a CIIPSIMOBAHICTIO:

® @epmuid  piK TATOTOBKM — JIOMIHYBaHHS OCBITHBOT
CKJIaJIOBO1 Y TIO€/THAHHI 32 HAyKOBOIO;

® Jpyruid, TpeTii Ta 4YeTBepTUH POKU MIATOTOBKH —
JIOMiHYBaHHSI HAYKOBOI CKJIaZIOBOT Y ITO€JHAHHI 3 OCBITHBOIO
(HayKOBO-TIEJarOT'1YHOIO A1SUTBHICTIO).

4. Bu3HaHHS pe3yNlbTaTiB HaBUaHHsS, 3J00yTUX LUIIXOM

HeopmanbHOI Ta/abo 1HGOPMAIBHOI OCBITH, 3IIHCHIOETHCS

BinnmoBiAHO 10 [lomoeHHs mMpo OpraHi3amilo OCBITHHOTO

MIPOIIECY Ta THIITMX HOPMATUBHUX JOKYMEHTIB YHIBEPCHUTETY.

5. OcBiTHBO-HayKOBa Mporpama peaiizye (GaxoBy Npopiorouy

MIITOTOBKY 4Yepe3 cepTudikaTHI OCBITHI IPOTPAMH.

6. OCcBITHbO-HAayKOBa MpOrpaMa € CHHTE30M KpAIIUX CBITOBHUX

TEOpil Ta TpakTUK Yy Tamy3i KiOepOe3lmeku Ta 3axucTy
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iHpopmanii (K pe3ynbTaT aHaji3y MPOEKTHOIO TPYIOIO
Bianosigaux mporpam CIIA, €C Tta Bitunzasaux 3BO).

7. OCBITHBO-HAyKOBa Tporpama Ja€ peadbHy MOXKIHUBICTh
3m00yBadyaM OpaTd y4acTh B HAyKOBHUX JOCIIDKCHHSIX Ha 0asi
BITYM3HSHUX 1 3aKOPJOHHHUX YCTAHOB-TIAPTHEPIB YHIBEPCUTETY
(30KpeMa, B aBialliiHIA Tally3i Ta 1HIIMX CEKTOPaX KPUTHYHOL
1HPaCTPYKTYpH JAeprKaBH).

Po3ain 4. [IpuaaTHicTh BUNYCKHUKIB /10 MPALEBJAMTYBAHHA TA MOJAJbIIOT0 HABYAHHS

4.1

[TpunatHicTh 10
MPaIeBIIAIITYBAHHS

[IpameBnamryBaHHs Ha II0cagaX HAYKOBUX 1 HayKOBO-
NeIaroriyHuX IMpamiBHUKIB B HAYKOBUX YCTAHOBAX 1 3aKiiafax
BUIIO1 OCBITH, 1OCa/IaX MpalliBHUKIB HABUIIOI KBai(ikarii y
JMOCTITHUIPKUX, TPOCKTHUX, KOHCTPYKTOPCBKUX W  T.II.
yCTaHOBax 1 MiJIpo3/ijax MiAMPUEMCTB.

4.2

Ilopaneiie HaBYaHHS

HokTop ¢inocodii mae mpaBo Ha 3100yTTS HAYKOBOTO CTYIEHS
JOKTOpa HayK Ta AOAATKOBUX KBadidikamiil y cucrtemi ocBiTH
JOPOCITHX.

Po3n

i1 5. Bukiaaganusa Ta ouiHIOBAHHSA

5.1

Buknanganus ta HaBYaHHS
(MeToaM, METOIUKH,
TEXHOJIOT11, IHCTPYMEHTHU
Ta 00JIaTHAHHS)

1. IlpoBeneHHs HAayKOBHX JOCHTIUKEHb 3 YypaxyBaHHSM TeM
JCepPTaLiiHUX POOIT Ta HAYKOBUX 1HTEPECiB 3700yBaviB.

2. CuHepreTu4He NO€HAHHS OCBITHBOI Ta HAYKOBOI CKJIAJJOBUX
M1]] Yac MiATOTOBKH acMipaHTIB.

3. IIpobleMHO-0pi€EHTOBAHMH CTHITH BUKJIA[IAHHS, 10 PEATi3yEThCS
yepe3 CHCTEMY METOAIB MpoOJIeMHO-PO3BUBAIOUOr0 HAaBYAHHS
(OKa30BOTO, M1AJIOTIYHOTO, €BPUCTHYHOIO, JOCTIIHHUIIBKOTO,
MPOrPaMOBAHOr0); 1HTEPAaKTUBHUX METOMIB HaBUaHHS (METOJ
rpynoBoi poOOTH, CHHEKTHKa, AMCKYCIi, pOJbOBI IrpHu, Keiic-
METO/, METOJ  MpPOEKTIB), SKI  CIHPUAIOTH  PO3BUTKY
JIOCJIITHAIIBKOT, ~TBOPYOi ~Ta  MI3HABAIBHOI  JISTTBHOCTI
acmipaHTiB; METOAMK TPEHIHTOBOTO HAaBUaHHS Yy BUIJISII
BUKOHAHHS MOITYKOBUX, PO3PaXyHKOBHX Ta TBOPYMX 3aBIAaHb 3
BUKOPUCTAHHSAM Cy4acHUX 1HPOpMaLIHHUX TEXHOIOT1H, poOoTH
3 0Oazamu Oi0miorpadiuHuX, CTATUCTUYHUX Ta IHIIUX BHUIIB
JAaHUX, TPOXO/DKEHHS  HAyKOBO-TIENAroriyHoi  NPaKTHKH,
armpoOailisi pe3yJIbTaTiB CaMOCTIMHOTO HAYKOBOTO JIOCITIIKEHHSI
(HaykoBi KOH(epeHIIil, ceMiHapH TOILO).

4. BukopuctanHs MarepialbHO-TeXHIYHOT 0a3u  ¢akyabTeTy
KOMIT'IOTEPHUX HAyK Ta TEXHOJOriH, HayKOBO-AOCIHiTHOI
naboparopii mpoTuaii KiGep3arpo3am B aBialiiHIM ramysi
https://cyberlab.nau.edu.ua, CyberRange UA.

5. Tematuka HaAyKOBHX JOCHIDKEHb (TeMH JucepTaLiii)
acmipaHTiB TOBHMHHA Oe€3MOCepeHhO BIiAMOBIZATH Xo4a O
OJIHOMY  OCBITHBOMY  KOMIIOHEHTOBI  OCBITHHO-HayKOBOIi
nporpamu. Jlucepraiist Mae po3B’sA3yBaTH 3HAuyIll 3a1adi y
chepl KOMII'IOTEpHHMX Hayk abo Ha i MeXi 3 IHIIUMH
CHeUiaJbHOCTSIMU Tay3i 3HaHb F «IH(popmartiiiHi TexHOIOTI,
o rnepeadavae po3MUPEHHS Ta MEPEOIIHKY BXKE ICHYIOUHUX 1
CTBOPEHHSI HOBUX 3HaHb 1 MPo(eCciiHNX NPaKTHUK.
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5.2

OuiHIOBaHHA

CucreMa OIiHIOBaHHS 3HaHb BKJIIOYA€E TIOTOYHUH 1 T ICYMKOBUN
KOHTPOJIb:
® [IOTOYHUU KOHTPOIb 3IIHCHIOETHCS MUISIXOM OIIHKH
pobotu  3700yBauya Ha  MPAKTUYHUX  3aHATTSX,
MiATOTOBJICHUX  HAYKOBHX  CTaTed, BHCTYIIB Ha
HAYKOBUX KOH(EPEHIiSX Ta IHMHKX MyOJiYHUX 3aX0/aX,
BUKOHAHHSI HAYKOBO-JIOCIIITHUIIPKUX 3aBaHb TOIIO;
® [JCYMKOBHH KOHTPOJb 3IIHCHIOETBCS Yy  (popmi
eK3aMeHy abo 3ajJiKy 3 ypaxyBaHHSIM HaKOIHYEHHUX
OaJTiB MOTOYHOTO KOHTPOJIIO.
3100yBa4 BBOKAETHCS JOMYIICHUM JI0 TTiJICYMKOBOTO KOHTPOJTIO
3 JWCHMIUIIHM Yy pa3i BUKOHAaHHS BCIX BHUAIB poOIT,
nepenoadeHux poOOI0I0 MPOrPaMOr0 HABYATBHOT TUCITUTLTIHH.
Buxonauus JTUCepTaIiitHOro JOCIIIKEHHS HIOPIYHO
00OrOBOPIOETHCS Ha 3aciaHHi Kadenpw, 3a SKOK 3aKpiIieHO
3100yBava, BUXOSUM 3 TEMATHKH JIUCEPTAIIii.
OniHroBaHHS JaucepTamii 3IiCHIOETBCS 32  MiJCYMKaMHu
MyOIIYHOTO 3aXKUCTY Y Pa30BUX pajiax i3 3aXHUCTy AUCEPTaLliid.

Po3aina 6. [Iporpamui koMneTeHTHOCTI

6.1

InTerpansna
koMrieTeHTHICTh (IK)

31aTHICTh MPOIYKYBAaTH HOBIi iei, po3B’sA3yBaTH KOMILIEKCHI
npobiemMu B Tamy3i mpodeciiiHoi Ta/abo  JOCTiAHHUIIBKO-
IHHOBAIIMHOT AiSUTBHOCTI y cdepl KibepOe3nmeku Ta 3axucTy
iHpopMallii, 3aCTOCOBYBAaTH METOJIOJIOTII0O HAyKOBOi Ta
NeAaroriyHoi AisUIbHOCTI, @ TAKOXK MPOBOJUTH BIIACHE HAYKOBE
JOCHIJDKEHHS, PEe3yJIbTaTH SKOI0 MaroThb HAyKOBY HOBU3HY,
TEOPETUYHE Ta MPAKTHYHE 3HAUCHHS.

6.2

3aranbHi
koMmrieTeHTHOCTI (3K)

3K1. 3gatHicTh 70 aOCTPaKTHOTO MUCTICHHS, aHAI3y 1 CHHTE3Y.
3K2. 3natHicTh 10 mouIyKy, 00poOaeHHs Ta aHani3y iHpopMarlii
3 PI3HUX JIKepell.

3K3. 31aTHicTh NpaloBaTd B MIKHAPOIHOMY KOHTEKCTI.

3K4. 3patHicTh pO3B’s3yBaTH  KOMIUIEKCHI  mpoOieMu
IpeIMeTHOi 00JacTi Ha OCHOBI CHUCTEMHOI'O HAyKOBOI'O
CBITOIVIAy Ta 3arajJlbHOr0 KYJIbTYpHOTO Kpyrosopy i3
JOTPUMAHHAM MPHUHLMIIB NpodeciiHOl eTUKU Ta aKaJeMIYHOL
JT0OpPOYECHOCTI.

6.3

CrenianpHi (paxosi)
komrieTeHTHOCTI (CK)

CK1. 3patHiCTh BUKOHYBATH OpUTIHANIBHI JOCITIIKEHHS,
JOCSATaTH HAYKOBUX PE3YJIbTATIB, SIKI CTBOPIOIOTH HOBI 3HAHHS Y
chepi kibepOe3nmekn Ta 3axHcTy iHpoOpMalii Ta JOTHYHHUX
MDKAMCHUIUIIHAPHUX HaMpsAMax 1 MOXKYTh OyTH OMyO0JIiKOBaHi y
NPOBIAHUX HAYKOBHUX BHJAHHSAX 3 KiOepOesreku Ta 3aXUCTy
1H(dopmarii.

CK2. 3parHicTh iHILIIOBAaTH, PO3POOIATH 1 peani30ByBaTH
KOMIUIEKCHI HayKoBl Ta 1HHOBallliHI TNPOEKTH B cdepi
KiOepOe3neKu Ta 3aXucTy iHpopmarii

CK3. 3nmatHicTh po3B’si3yBaTH 3Hauymll mpobiemMu B cdepi
kibepOe3nekn Ta 3axucTty iHQopmarii., po3MHUPIOBAaTH Ta
MIePEOIIHIOBATH HAsIBHI 3HAHHS 1 TpodeciitHl TPaKTUKH.
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CK4. 3patHicTh e(peKTHBHO 3aCTOCOBYBATH METOJIU AaHATI3Y
JAHUX, KOHIENTYaJIbHOI0, MATEMaTHYHOT'O Ta KOMIT IOTEPHOTO
MOJICJIIOBAHHS, BHUKOHYBAaTM HATypHI Ta OOYMCIIOBAJIbHI
CKCTIICPUMECHTH TIPU TIPOBEJCHHI HAyKOBUX 1 MPHKIAIHUX
JOCTiKeHb y cepi kibepOesneku Ta 3axucTy iHpopMarlii.
CKS. 3naTHicTh TeHEpPYBAaTH HOBI 111e1 IIOI0 PO3BUTKY TEOpii Ta
NpaKTUKKA KiOepOe3meku Ta 3axucry iHdopmarlii, BUSBIATH,
CTaBHTH Ta BUPILITYBATH MIPOOJIEMH JOCIITHUIIBKOTO XapaKTepy,
OIIIHIOBATH Ta 320€3MeuyBaTH SKiCTh BUKOHYBAHUX JIOCII)KCHbD.
CK6. 31aTHICTh BUIBHO CITUIKYBAaTHCS 3 TUTaHb, 1110 CTOCYIOThHCS
chepu kibepOesnekn Ta 3axucTy iH(popMarii, 3 KoJeramu,
[IMPOKOI0 HAYKOBOK CIIJIBHOTOK, CYCHUIBCTBOM Yy IIUIOMY
YKpaiHCHKOIO Ta aHTITIHCHKOI0 MOBAaMHU.

CK?7. 3naTHICTh 3[1MCHIOBAaTH Ta OPraHi30ByBaTH HAayKOBY Ta
OCBITHIO HAyKOBO-TIEAATOTIYHY MiSUTBHICTH y 3aKiafax BHUILIN
OCBITI.

CKS8. 3gatHicTh 110 3aCTOCYBaHHS CYYaCHHX TEXHOJIOTIH
MAIIMHHOT'O HABYAHHSI, IITYYHOTO 1HTEJIEKTY, 00POOKHU BETHKUX
JAHUX, HEUPOHHUX MEPEX, BUCOKOMPOIYKTUBHUX OOYHCIICHB
Uil iX onTHMi3alii Ta CHHTE3y IX HOBHX (YHKIIIOHAJIBHHUX
MOYJIMBOCTEH Y KOHIICTIIiT CTaJI0ro pO3BUTKY.

Po3ain 7. Ilporpamui pe3yibTaTH HaBYaAHHS

7.1

[TporpamHi pe3yabTaTi
HaBuaHHs (I1P)

PH1. Matu niepefioBi KOHIIENITYaJIbHI Ta METOJIOJIOT1YH] 3HAHHS
3 KibepOe3nekH Ta 3axucTy iHdopMallii i Ha MeXi IpeAMETHUX
rajgy3ei, a TaKOoX JJOCTITHUIbKI HAaBUYKH, JOCTaTHI JJIst
NPOBEIEHHS HAyKOBUX 1 MPUKJIAAHUX JOCHIUKEHb Ha piBHI
OCTaHHIX CBITOBHX JOCATHEHb 3 KiOepOe3leKu Ta 3axucTy
iHpopMallii, OTpUMaHHS HOBHUX 3HaHb Ta/ab0 3]IHCHEHHS
IHHOBAII1H.

PH2. IlnanyBatu 1 BHMKOHYBAaTH €KCIIEPUMEHTAJIbHI Ta/abo
TEOPETUYH1 JOCHIKEHHS 3 KiOepOe3meku Ta 3axucTy
iHdopmanii Ta JOTUYHMX MUKIUCHUIUTIHADHUX HAMpsMIB 3
BUKOPUCTAHHSM Cy4YaCHHUX IHCTPYMEHTIB Ta JOTPUMAHHIM HOPM
npodeciiHol 1 akaIeMiYHOT €THUKH.

PH3. KputnuHo aHami3yBaTH pe3yJbTaTH BIACHHUX JOCIIKECHb
1 pe3yiabTaTH IHIIMX JOCTIJHUKIB Yy KOHTEKCTI YyChOTO
KOMIUIEKCY CY9aCHHX 3HaHb MO0 TOCHIIKYBaHOT TPOOIEM.
PH4. T'ynu6oko po3ymiTH 3araibHi NPUHLUMON Ta METOIU
ki0epOe3nexku Ta 3axucTy iH(opmailii, a TaKoX METOIOJIOTII0
HAayKOBUX  JOCHI/DKeHb, 3aCTOCYBaTH iX y  BJIACHHUX
JTOCHIDKEHHAX y cdepl iHGOpMaliHHUX TEXHOJIOTIH Ta y
BUKJIQJAIbKIN TPAKTHIIL.

PHS. ®opmynioBatu 1 epeBipsITH TIOTE3U; BUKOPUCTOBYBATH
Ui OOIPYHTYBaHHS BHCHOBKIB HaJ€XHI JIOKa3u, 30Kpema,
pe3yiabTaTH  TEOPETUYHOIO  aHali3y, EKCIIepUMEHTAIbHUX
JOCTIDKeHb 1 MaTeMaTHYHOro Ta/abo  KOMIT IOTEpHOTO
MOJICITIOBAaHHS, HAasiBH1 JIITEPATypHi JIaHi.
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PH6. BinbHO mpe3eHTyBaTu Ta OOTOBOPIOBATH 3 (axiBIsIMU 1
He(daxiBIsIMU pe3yJbTaTH AOCIHKEHb, HAYKOBI Ta MPUKIAIHI
npo0OsieMu KibepOe3meku Ta 3axXucTy iHhopMallii JepKaBHOO Ta
1HO3EMHOI0 MOBaMH YCHO Ta IHCHBMOBO, OIPHIIIOJHIOBATU
pe3ybTaTH JOCTIKEHb Y HAYKOBUX IMYOJIKaIisAX Y MPOBITHUX
MDKHAPOJAHUX HAYKOBUX BHUJIAHHSX.

PH7. 3actocoByBaTH 3arajibHi NPUHIUIN Ta METOIU
MaTeMaTuKH, 1HGOPMATUKHA Ta IHIIUX HAYK, a TaKOX Cy4acHi
METOJAHM Ta IHCTPYMEHTH, U(PPOBi TEXHOJIOTI] Ta CreniaIi3oBaHe
nporpaMHe 3a0e3meueHHs I [POBA/DKEHHS HAyKOBHUX
JOCTiKeHb y cepi KidbepOesneku Ta 3axucTy iHpopMarrii.
PHS8. Po3pobmsiT Ta  AOCHIKYBaTH  KOHIIENITYaJbHI,
MaTeMaTH4YHI 1 KOMIT'IOTEpHI MOJEi MpOIECiB 1 CHUCTEM,
e(eKTUBHO BUKOPHUCTOBYBATH X JUIsi OTPUMAHHS HOBUX 3HAHb
Ta/ab0 CTBOPEHHS IHHOBAIIHUX MPOAYKTIB y KibepOesneku Ta
3axucTy 1iHQopmamii Ta JOTMYHUX MDKIUCIHUILTIHAPHUX
Harmpsmax.

PH9. 3actocoByBaTM Cyd4acHi I1HCTPYMEHTH 1 TEXHOJIOTI]
MOIIYKYy, OOpoOJieHHs Ta aHamizy iHdopmarii, 30Kpema,
CTaTHCTUYHI METOJU aHali3y JaHUX BEIUKOro olcsry Ta/abo
CKIIQJHOT  CTPYKTYpH, CIHemiali3oBaHi 0a3W JaHHX Ta
iH(popMaIiifHi CHCTEMH.

PH10. OpranizoByBaTH 1 371iiCHIOBaTH OCBITH1H Ipoliec y cepi
iHpopMalifHUX TEXHOJIOTiH, MOoro HaykoBe, HaBYaJIbHO-
METOJMYHE Ta HOpMaTUBHE 3a0e3NeyeHHs, pPOo3poOIATH 1
BUKIJIQJIaTH ClielliajbHI HaBYaJbHI AUCHUIUIIHM Yy 3aKiIagax
BUIIIOT OCBITH.

PH11. I'muGoki 3HaHHA ¥ PO3YMIHHS CyYaCHMX TEXHOJOTIIH
MAaIIMHHOTO HaBYaHHS, IITYYHOTO IHTEIEKTY, OOpOOKH BEIUKHUX
JaHUX, HEUPOHHHUX MEPEX, Iarepnery peuen,
BHCOKONIPOAYKTHBHUX OOYMCICHbh y KOHIENII CTaixoro
PO3BHTKY.

Po3ain 8. PecypcHe 3a0e3neuenns peasizanii nporpamu

8.1

Kanpoge 3a0e3neuenns

1. HaykoBe KepiBHUIITBO acHipaHTOM 3A1MCHIOETbCS aKTUBHUM
JOCITITHAKOM (III0 Ma€ HAyKOBUH CTYIiHb Ta/abo BUCHE 3BaHH),
AKUA  Mae myOmikamii mo Temi, IO BIAMOBIZAE TeMmi
JUCEePTaLiHHOTO JOCIHI/HKEHHS acIlipaHTa, pe3yibTaTH HayKOBOT
pobotu KepiBHHKa  MyOJIKYIOThCS qu MIPaKTUYHO
BIIPOBA/KYIOTHCS HE pijlile, HiXK pa3 Ha JBa POKH.

2. Jlo HayKOBOTO KEPIBHHIITBA aCIipaHTAMH HE JIOITYCKAIOThCS
ocobu, ki OyaM TMNPUTATHYTI A0 BIANOBIAAIBHOCTI 3a
MOPYIIEHHS aKaJeMI4HO1 100pOYECHOCTI.

3. Jlo 101aTKOBOrO HayKOBOTO KOHCYJIBTYBAaHHS acIipaHTIB 3a
HeoOX1IHOCTI (BIAMOBIAHO J10 iX MOTpe0) MoXke OYTH 3aydeHui
Oynb-SKWii HAYKOBO-TIEJArOTiUHUN YW HAYKOBUHM TMpaIliBHUK
(bakynpTeTy KOMITIOTEpHUX Hayk Ta TexHomorii KAI
(cTpyKTypHHMI mimpo3min, sAkui  3a0esnedye  peanizaiiio
OCBITHBO-HAYKOBOI Mporpamu BiamosiaHo g0 m. 1.1) ta / abo
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¢daxiBui IHIMMX BITYM3HAHUX UM 3akopaoHHuX 3BO abo
HAyKOBMX YCTaHOB (y paMKaxX YHMHHHUX YyroJl MPO HAyKOBE
CHIBpPOOITHHUIITBO) 3 OpraHi3alifHUM 3a0€3MEeYeHHSM TaKOIo
3aJydeHHs 3 OOKy TapaHTa OCBITHbO-HAYKOBOI MpOrpamMH Ta
JIeKaHa 3a3HaueHoro (paKyIbTeTy.

4. HaBuanpHl [OUCHMIUIIHM Ta 1HINI OCBITHI KOMIIOHEHTH
OCBITHBO-HAYKOBOI TMPOTpaMH BUKIAJAIOTHCS Ta 3abe3meuy-
I0ThCSI HAYKOBO-TIEAAroriYyHUMHU Ta HAYKOBUMH INpaIliBHUKAMH,
HAayKoBa JisUTbHICTH sakux (myOmikamii, HJP, rpanTtn,
CTaXyBaHHS TOIIO) BIAMOBIIAa€ 3MICTY 3a3HAYCHUX HABYAITBHUX
IUCHUIUIIH Ta IHIIAX OCBITHIX KOMIIOHEHTIB, SKI HHUMH
BUKJIaJal0ThCsI Ta / 00 3a0€31MedyroThes.

5. IlpencraBHUKM aKaJeMiyHOi Ta HAyKOBOI CHUIBHOTH,
30KpeMa, MDKHApOIHOI, a TAKOXK POOOTONABIII 3aTy94arOThCs 10
opraHizamii Ta peamizaiii OCBiTHbOro mpoiuecy T1a/abo
HAYKOBOT'O KOHCYJIbTYBaHHS aCITipaHTIB.

6. YpaxoBytorbess BuMoru Tl 35-38  JlimeH31MHUX  yMOB
MPOBa/KEHHS OCBITHBOI JisibHOCTI (IlocranoBa KMY Ne 1187
Bix 30.12.2015 i3 3minaMu, BHeceHnMH 3rigHo 3 [ToctanoBaMu
KMY Ne 347 Bix 10.05.2018, Ne 180 Big 03.03.2020 Ne 365 Bix
24.03.2021).

8.2

MarepianbHO-TEXHIUHE
3a0e3neueHHs

Jns peanizaiii OCBITHBOI AISUIBHOCTI 32 OCBITHbO-HayKOBOIO
IpOrpaMor0 Ta 3/iMCHEHHS HAyKOBHX JOCIIIKEHb MOXXe OyTH
3ay4yeHe 3a HeoO0X11HOCTI (BIAMOBIIHO A0 MOTPeO acipaHTiB Ta
notped peaizallii OCBITHIX KOMIIOHEHTIB) Oy/b-Ke 00JIaHAHHS
Ta nMporpamue 3a0e3neyeHHs Jabopatopiil Ta ayauTopHHuid HoHxa
BUITYCKOBOi Kadenpu kibepOe3neku, HayKOBO-AOCIHITHOT
naboparopii mpoTuaii KiGep3arpo3am B aBialiiHIM ramysi
https://cyberlab.nau.edu.ua, CyberRange UA, siki BXOIATb 0 CKJIay
@dakynpTeTy KOMII'IOTEPHHX Hayk Ta TexHosorii KAI
(cTpyKTypHHMM mizpo3nin, sgkuil  3a0esnedye  peanizalio
OCBITHBO-HAYKOBOI MPOrpamMu BiAMOBIIHO jio0 1. 1.1).

B yHiBepcuTeTi HasiBHa BCs HEOOXiJHa coLialbHO-TOOYTOBa
iHppacTpykTypa (TYpTOXKUTKHU, iNajbHS, CIIOPTUBHI 3alu Ta
CIIOPTHBHI MalIaHUYMKH, TPEHAKEPHI 3aJTH, MEANYHUI KOMILIEKC),
KUTIBKICTh MICIIh B TYPTOXKHUTKAX BIJIIOB1/Ia€ BUMOTaM.

8.3

Indopmartiitne ta
HaBYaIbHO-METOTUIHE
3a0e3neueHHs

Ha caiiti BumyckoBoi KadeIpu pO3MILIEHO OCHOBHI
iH(dopMaliifHi MaTepianu (MporpaMu BCTYNHHUX BUIPOOYBaHb,
cuiiabycH, HaBYaJIbHI MPOrpaMH Ta IUIAHU) JUIS BCTYITHUKIB Ta
acmipaHTiB http://kszi.nau.edu.ua/

HaBuanpbHO-METONMYHI MaTepiajd HaBYAIBHUX JIMCLUIUIIH
(KOHCTIEKTH  JeKIil, JabopaTopHi NPAKTUKYMU  TOWIO),
penosutapiit  KAI (https:/er.nau.edu.ua), pecypcu HaykoBo-
texHiuHo1 010mioTexkn KAI (http://www.lib.nau.edu.ua), 6e30maaTHi
3 JIOKJIbHOT MEpeXi YHIBEPCUTETY JOCTYI 10 TOBHOTEKCTOBHUX
pecypciB BHJIABHHIITBA Springer, a TaKOX
NOBHO(YHKIIOHATBHHUNA JOCTYH /10 HAYKOMETPUYHHUX 0a3 TaHUX
Scopus Ta Web of Science; mns myOmikarii Ta ampooOartii
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HaykoBi xypHasm KAI (http://jrnl.nau.edu.ua), 30KpeMa BHJIaHHS
06azoBoro  (akymprery (HaykoBi kypHanu  «be3meka
iHopmMmarnii» Ta «3axuct iHpopmarii») 1 BumaHunTBa MECS
Press (Hong Kong) http://www.mecs-press.org (y paMkax ait04oi
YIOJI¥ TpO CITBIPAI0), a TAaKOX HHU3Ka KOH(EPEHIIiH, CITiB-
opranizaropom sikux € KAI ta my0Omnikarii B SKUX 1HIEKCYIOThCS
HayKO-MeTpHuYHMMHU O0a3amu ganux Scopus / Web of Science:
= International Conference on Computer Science,
Engineering and Education Applications (ICCSEEA);
= International Conference on Cyber Hygiene & Conflict
Management in Global Information Networks;
» International Symposium on Network Security and
Communications (ISNSC);
* International Conference on Next Generation
Cybersecurity Systems and Applications (NGSEC).

Po3ain 9. AkaneMiuHa MOOLJIBHICTD

9.1 | Hamionanpua kpenutHa | BignosigHo no IlocranoBu KaGinery MinictpiB Ykpainu «I1po
MOOUIBHICTD 3atBepmkeHHs I[lopsaky peamizamii mpaBa Ha akaaeMiyHy
. MoOinmbHICTEY Bix 12.08.2015 Ne 579 (i3 3minamu). IIporpamu

9.2 | MixHapoIHa KpeUTHA . . N . .
. MDKHaApOJIHOI akajeMiuyHoi MoOLIbHOCTI Erasmus+, Mevlana ta

MOOITBHICTE L .
1HII1 (3T1IHO MIKHAPOAHUX Yro[).

9.3 | HaBuaHHs iHO3EMHHX Peanizariis OCBITHbOI Ta HAayKOBUX CKJIQJOBHUX OCBITHBO-

37100yBayviB BUIIOI OCBITH

HAyKOBOI MPOTrpaMH aHIJI1HCbKO0 MOBOIO JIsl IHO3EMIIIB Ta 0C10
0e3 rpomaasgHCTBa (3a MOTpedM), BpaxyBaHHS OCOOJIMBOCTEH
NepeyMOB, BUKJIQJEHHUX y 1. 1.8, yMOBU BCTYIy /JIsl 1HO3EMIIIB
Ta ocib 6e3 rpoMajsiHCTBA peryitooThes [lpaBunamu npuitomy
JI0 acmipaHTypu Ta goKkTopanTypu KAI .
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2. Ilepesik KOMIIOHEHT OCBITHHO-HAYKOBOI IPOrpPaMMu Ta iX JIOTiYHA NMOCTiIOBHICTH

2.1. [lepesiik KOMIIOHEHT

Kinpkict dopma
Kon u/n KomnoHeHTH 0CBITHRO-HAYKOBOI IPOTPaMHu | b nigcymkoBor | Cemectp
KPEeIUTIB| OKOHTPOJIIIO
O00B’s13K0Bi KOMIIOHEHTH
11 Huxn oucyuniin 3 060100iHHA 3a2a1bHOHAYKOBUMU (hinocopcokumu)
KOMnemenmuocmamu
OK 1.1.1 | ®inocodis Hayku 3 Ex3amen 1
1.2 Lukn oucyunnin i3 Habymmsa yHigepcaIbHUX HABUUOK 00CIOHUKA MA 6UK1A0a4a
OK 1.2.1 | TIpaBoBe 3a0e3neueHHsSI HAYKOBUX JTOCIIIKEHb 3 Hud. 3amix 1
OK 1.2.2 | TIpoekTHe Ta eKOHOMIUHE 3a0€3MEYEHHS HAYKOBUX 3 Hud. 3amix 1
JOCIIIKEHD
OK 1.2.3 | Tndopmariiine 3a0e3MeUCHHS] HAYKOBUX 3 Hud. 3amix 1
JOCITiIKEHb
OK 1.2.4 | Anaparorika Ta iHHOBAIliHI OCBITHI 3 Hud. 3amix 1
TEXHOJIOT1] BUAIIOI OCBITH
1.3 Luxn oucuunin i3 060100IHHA 2NUOUHHUMU 3HAHHAMU 3i cheuianibhocmi (0ceimHboT
npozpamu)
OK 1.3.1 | Metozosorist HAyKOBUX JIOCIIIKEHb Y chepi 3 Hud. 3amik 1
ki0epOe3neku Ta 3axucty iHdopmarii
OK 1.3.2 | Crpareris Ta TakTHKa KiOepBiitHHA 3 Hud. 3amix 2
OK 1.3.3 | TexHouorii 3aXucTy KpUTUYHOI iHPOpMALIIHHOT 3 Hud. 3amik 2
1H(pacTpyKTypH
OK 1.3.4 | Iudpora kpuminanictuka (Digital forensic) 3 Ex3amen 2
OK 1.3.5 | Crangaprusariis Ta cepTudikaliis B ramysi 3 Ex3amen 2
Ki0epOe3neKu Ta 3aXucTy iHpopmarii
14 Hukn oucyunnin 3i 3000ymms MOBHUX KOMHEMEeHMHOCM el
OK 1.4.1 | AkanemiuHa aHrJiiicbka MOBa Ta HAYKOBE MHUCHMO / 3 Ex3amen 1
Academic English and Research Writing
1.5 Hukn npakmuunoi niozomoseku
OK1.5.1 | ®axoBa HayKOBO-TI€JJaroriuHa MpaKkTHKa ‘ 3 Hud. 3amix 1
Huceprariitna po6ota moktopa ¢inocodii 3axucr 8
3aranbHuii 00cAr 000B’SI3KOBUX KOMIIOHEHTIB ’ 36 kpeautiB EKTC
BubipkoBi koMnonenTu*
BK'1 3aranbHOYHIBEPCUTETCHKUN BUOIP 4 Hud. 3amix 2
BK 2 | ®axoswuii Bubip 4 Jud. zamix 2
BK 3 | ®axoBuii Bubip 4 Hud. 3amix 2

3aranbHuii 06csar BudipkoBux komnoHeHT 12 kpenuriB EKTC

3arajbHuii 00cAT OCBITHBOI CK/Ia10BOI OCBITHHO-HAaYKOBOI nporpamu 48 kpeaurtiB EKTC
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2.2. CTPYKTYPHO-JIOTiYHA CXeMa OCBITHBLOI NPOrpamMu

1 cemecTp

OK1.1.1|OK1.21|O0K122| OK123 | OK124 | OK13.1 | OK14.1 | OK15.1

2 cemecTp

OK 1.3.2 | OK1.3.3 | OK1.3.4 | OK1.3.5 | - \

BK 1

| BK2 | BK3

3-8 cemecTp

HaykoBa cKJ1210Ba 0CBITHBO-HAYKOBOI IPOrpamMu

JIACEPTAIIIMHA POBOTA JIOKTOPA ®LIOCO®II

3. HaykoBa ckiiagoBa

Pik mianroroBku

3micT HayKOBOI po00TH 3100yBa4a BUILOI OCBITH

®opMa KOHTPOJIIO

Iepumii pik

Bubip Temm mucepramiifHOro JOCHTIPKEHHS acmipaHTa,
dbopMyBaHHS 1HIUBIAYaJIBHOTO IUIaHY POOOTH 3700yBaua
BUIIOI OCBITH; BUKOHAHHS JHMCEPTAIMHOI pOOOTH Tif
KEpIBHUIITBOM HAyKOBOTO KEpiBHHMKA; IIJI'OTOBKA Ta
NO/IaHHS JI0 JPYKY HE MEHIIE OHi€T ImyOumiKkarii 3a TeMOro
aucepramii  Ta  y4acTb Yy — HAyKOBO-TIDAKTHYHUX
KOH(EpeHIisIX (ceMiHapax) 3 MyOiKaIli€ro Te3 JONOBiIeH

3aTBepI>KEHHS Ha
BUCHIN paji
Gakynbrery / IHCTUTYTY,
3BITYBaHHSA JBi4l Ha
PiK IpO BUKOHAHHS
1HIMBIyaTbHOTO
IUIaHy acImipaHTa

JApyruii pik

BukoHaHHs miJ KepiBHUIITBOM HAayKOBOTO KEpIBHHUKA
JCEPTAIIfHOTO JTOCIHKEHHSI; TTiITOTOBKA Ta MOIAaHHS JI0
JpYKy He MeHIle ofiHie] myOiKallii 3a TeMoro JucepTanii
BIMOBITHO YMHHUX BHUMOT; YYacTh Yy HAayKOBO-
NPaKTUYHUX KOH(epeHLisX (cemiHapax) 3 IMyOJiKaliero
TE3 JIONOBIJIEH

3BITYBaHHS PO XiA
BUKOHAHHS
1HIMBIyaTbHOTO
IJIaHy aclipaHTa JBiul
Ha piK

Tperii pix

BukoHaHHS miJg KepiBHUIITBOM HAyKOBOI'O KepiBHUKA
JUCepTaliiHOl poOOTH; MIATOTOBKA Ta TIOJAHHS JI0 APYKY
HE MEHIIe JBOX MyOmikalii 3a TeMOw JucepTarii
BIMOBITHO YMHHUX BHUMOT; YYacTh Yy HAayKOBO-
NpPaKTUYHUX KOH(epeHLisX (ceMiHapax) 3 MyOJiKaliero
Te3 JIOIOBIIEH

3BITYBaHHA PO X1J
BUKOHAHHS
1HIMBIyaTbHOTO
IJIaHy aclipaHTa JBiul
Ha piK

YerBepTuii pik

3aBepiieHHss Ta OGOPMIIEHHS JAuCepTaliifHol poboTwy,
MiABEICHHS] MMIJICYMKIB IIIOJI0 TIOBHOTH BHCBITJIICHHS
pe3yabTaTIiB JUcepTalii y HAyKOBUX CTATTAX BiIMOBIIHO
YUHHUX BHMOT; TIOJJAHHS JIOKYMEHTIB Ha TIOTIEPEIHIO
eKCIepTU3y JUCepTallii; MiAroToOBKa HAYKOBOI JOMOBiJi
JUIL  TIJICYMKOBOI — arectamii (3aXWCTy JucepTallii)
3BITYBaHHS MPO XiJ BUKOHAHHS 1HMBIAYaJIbHOTO IUIAHY
acripaHTa JBiyl Ha piK.

Hananns BUCHOBKY
PO HAYKOBY HOBH3HY,
TEOpETUYHE Ta
MPaKTUYHE 3HAUCHHS
pe3yNbTaTiB
JUCepTaiiHOTO
JOCTIIKEeHHS

Ipumimxa
*

- Bueceno 3minu 6ionogiono 0o naxasy m.s.o. npezudenma 6io 08.07.2025 Ne427/00.

** - Peanizayis npasa 3000y6ayié euwyoi oceimu Ha GiibHUL GUOID HABYATLHUX OUCYUNIIH MA CMEOPEHHs THOUBIOYATbHOL
0c8imHboi mpaeckmopii, wo peeramenmyemucs 3axonom Yipainu «Illpo suwyy oceimyy, nocmanogoro Kabinemy Minicmpis
Yipainu 6i0 23.03.2016 Ne261 ma enympiwnivu nopmamuenumu Ookymenmamu KAI (obpanns Oucyuniinu i3
3a201bHOYHIEEPCUMENMCHKO20 KAMANLOZY).

XX - kamanoe ghaxosux oucyuniin Hageoeno y Jlooamxy 1.
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4. ®opma arecranii 3100yBaviB BUIIOI OCBITH

[lincymkoBa arecraiis 3100yBadiB BHINOi OCBITH 3a OCBITHBO-HAyKOBOIO IIPOTPAMOIO
«KibepOe3neka» ranysi 3Hanb F «IH(popMmartiiftHi TeXHOIOTI» TPOBOAUTHCSA Y GOPMI IMYOIIYHOTO 3aXHCTy
qucepTariitHoi poOOTH y pa30Bid CrHeIliaai3oBaHii BUEHIM pajl Ta 3aBEpIIYETHhCS BHAAUCIO JTOKYMEHTA
BCTaHOBJICHOT'O 3pa3Ka Mpo MPUCYKEHHS HOMY HAyKOBOT'O CTYIEHs JOKTOpa (iocodii 3 mMpUCBOEHHIM
kBamidikamii «Jloktop ¢inocodii 3 kommrorepHux Hayk» («Doctor of Philosophy (Ph.D) in
Cybersecurity»).

Bianosigno mo «IIpo 3arBepmxenHs [lopsiaky miarotoBku 3700yBayiB BHINOI OCBITH CTYIEHS
nokTopa (imocodii Ta JOKTOpa HAyK y 3aKJIaJax BHUIIOI OCBITH (HAYKOBHX YCTaHOBAX)», 3aTBEPKEHOTO
[TocTanoBoro KMV Ne 261 Bix 23.03.2016 (i3 3minamu, BHeceHUMU 3T11HO 3 [ToctanoBamu KMV Ne 283
Bix 03.04.2019, Ne 502 Bix 19.05.2023): mpoTsTOM CTPOKY HaBUAHHS B acipaHTypi (a1 FOHKTYpi) acIipaHT
(am’TOHKT) TMOBMHEH BHMKOHATH OCBITHIO 1 HAyKOBY CKJIQJIOBI OCBITHBO-HAyKOBOI IpOTrpamMu, 30Kpema
3100yTH TEOPETUYHI 3HAHHS, YMiHHS, HABHYKU Ta 1HIOI KOMIIETEHTHOCTI, TOCTATHI JJISi MPOIYKYBaHHS
HOBUX 1/Ieii, pO3B’S3aHHA KOMIUIEKCHUX IMpoOiieM Yy ramy3i npodeciiiHoi Ta/abo T0CHiIHUIBKO-
IHHOBAIIIHOI JISUTBHOCTI, OBOJIOAITH METOJOJIOTIEI0 HAYKOBOI Ta IENaroriyHoi MisUTbHOCTi, a TaKOX
MIPOBECTH BJIACHE HAYKOBE JOCIIJIKCHHS, PE3yJIbTaTH SKOT'0 MAalOTh HAYKOBY HOBHU3HY, TECOPETUYHE Ta/ab0
MPaKTUYHE 3HAYCHHS, OIMyOJIiKyBaT HAayKOBI IMyOJIiKaIlii 3a TEMOO AWCEepTaIllii, MAroTyBaTH AUCEPTAIIIIO
Ta MPOWTH TMPOLEAYpPYy arecTalii pa3oBOI0 CIEIiali30BaHOI0 BYEHOIO paJOI0 Ha MiACTaBi MyOJIiYHOTO
3axXHCTy HAYKOBUX JOCATHEHB y (opMi TucepTarii.

5. Bumoru 10 kBajigikaniiiHoi po0oTH (JucepTaii)

Hucepraniss Ha 3400yTTs CTyIeHsl JOKTopa (irocodii € caMOCTIHHUM PO3TOPHYTUM HayKOBUM
JOCIIJIKEHHSIM, 1110 Ma€ pO3B’A3yBaTH KOMILJIEKCHY NpobiieMy y cepi KoM IOTepHUX Hayk a0o Ha ii Mexi
3 1HIIMMHU CIIELIAJIbHOCTSAMH, L0 nepeadadae riimboKe MepeoCMUCICHHsT HasBHUX Ta CTBOPEHHS HOBUX
LUTICHUX 3HaHb Ta/ab0 NpodeciiiHOT MPaKTHKH.

Juceprallis He MOBMHHA MICTUTH aKaJleMI4HOro Iuiariaty, paiscudikamii, padbpukarii.

Hucepraris Mmae OyTy po3MillleHa Ha CaliTi 3aKJIay BUIIOI OCBITH (HAyKOBOi YCTaHOBH)



OCBITHBO-HAYKOBA ITPOT'PAMA T KAI OIT JI®
«Kibepbesneka» nop ID68371 - 01 -

m’ CrrenianphicTs F5 «KibepOesmexa ta 3axuct indopmanii» | AOKYMCHTa 2026

lanyss 3nanb F «IHopMaiiini TexHOJIOTI
PiBeHp BUIIOI OCBITH — TpeTiil (OCBITHbO-HAYKOBHIA) crop. 16316

6. MaTpuus BiAOBIIHOCTI MPOrPpaMHUX KOMIIETEHTHOCTEH
KOMIIOHEHTAM OCBITHbO-HAYKOBOI IPOrpaMu

=l =2 aleal 2w =
el @ a e e E]
e o o o e o o o o o o o
22| K| 2|2 2| 2| 2| 2| 2| 2|
eC|o|Qo|C|OC|Qo|C|OC|QC|Q| OO

3K01 o+ |+ |+ |+ |+ |+ ] H

3K02 o+ |+ |+ |+ |+ |+ ] H

3K03 + |+ | + + |+ |+ |+ |+ |+

3K04 + | + +

CK01 + |+ |+ |+ |+

CK02 + |+ |+ |+ |+

CKO03 + |+ |+ |+ |+

CK04 + |+ |+ |+ |+

CKO05 + |+ |+ |+ |+

CK06 +

CKo07 + | + +

CK08 + |+ |+ |+ |+ |+

7. Matpuus 3a0e3ne4eHHs] IPOrpaMHHUX Pe3yJIbTATIB HABYAHHSA BillIOBiAHUMM
KOMIIOHEHTAMH OCBITHBOI IPOrpaMu

2 Z1IYD) D B DD B | B =H| =
99| SL D DB BR[| B B | 8
- o - o - o - o o - o o
2| E | R R || E | 2| 2| ==
C|Q|Q|Q|C|OC|QC | O | Q| Q| Q]| O

P01 + |+ |+ |+ |+

11P02 + |+ |+ |+ |+

I1P03 + + |+ |+ |+ |+

11P04 + + +

I1P05 + + |+ |+ |+ |+

11P06 + +

Po7 + + |+ |+ |+ |+

1PoS8 + + |+ |+ |+ |+

11P09 + +

P10 + |+ |+ |+ |+ |+ +

P11 + + |+ |+ |+ |+
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